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What is Click Fraud?

• “Follow the money” to understand it
• Two forms

– Competitors
– Publishers



Click Fraud From Competitors

• They click your ads to cost you money
– Clicks generated by staff, robots or outsourced
– Goal is to run out your budget so ads go dark
– Most likely on high cost ads
– Almost always happens on search results ads
– Less common & costly than many assume





Click Fraud From Publishers
They click your ads to make money

– Receive a % of click revenue. Follow the money.
– Clicks generated by robots or outsourced
– Most likely on high cost ads
– Targets ads that appear in content sites

• Via AdSense, Overture Content Match 
• Anywhere that drives the click from content and not a search

– More common
• Depends on profile of the site/advertiser
• Link farms are growing





Detecting Click Fraud

• “I’m already looking at ROI. What more can be 
done?”

• Data collection
• Common characteristics of fraud
• Detection methods that don’t work
• Detection methods that can work
• Is it fraud, or just a badly designed/targeted 

ad?



Rule #1:  ROI won’t help

• Long sales cycle or offline conversions
– Too much time elapses while you’re flying blind

• Campaigns with no attributed sales have too 
many false negatives
– Cookie deletion/blocking 



Rule #2:   Know your data collection

• Logfiles are probably better than JavaScript 
(=tags, client side collection etc)
– Some bots don’t execute JavaScript, possibly to 

avoid detection
– Crucial, historical data is available

• Refunds are possible going back many months



Rule #3: Observe common characteristics

• Expensive ads
• Tends to surge up and decline, rather than be 

constant
• Tends to be limited to a few campaigns, rather 

than all campaigns
• Doesn’t look like people

– Short average time on site for example



Rule #4  Avoid detection methods that don’t work

• Clicks from same IP
– Engines themselves catch many of these
– Bot nets / outsourced clicks use many IPs.

• Lists of IPs
– Anonymous proxies etc. Constantly changing

• Useragent
– Easily forced by bot to say ‘Mozilla’ etc

• Threshold of $ or clicks
– It’s an arms race. Thresholds always need adjusting

• Any single detection method
– Multiple, simultaneous needed



Rule #5:  Use detection methods that can work

• Examine and compare ads to each other
– Variance of IP, referrer, site metrics

• Factor cost
• Examine variance over time

• Simple ATOS/% short clicks works well
– Several products, including ClickTracks, show this



Problem: False Positives

• Any good detection method must be tuned to 
produce false positives

• Airport Metal Detectors
– Much worse than false negatives
– Impossible to tune exactly ‘right’

• Constantly changing landscape would require tweaks every 
day



Is it fraud? 
Or just a badlytargeted ad?

• Poor quality ads produce results much like 
click fraud
– Lots of clicks that don’t convert
– No site activity beyond landing/home page
– Clicks from the ‘wrong’ country

• It’s a judgment call for the advertiser
– Example: many clicks from India

• Fix the ad!



It’s Fraud, So Take Action

• Stop the bleeding
• Get a refund if applicable



Stop the bleeding

• Most fraud comes via publisher sites
– Google AdSense  and Overture Content Match have 

separate bid prices. Turn it off or lower bid 
drastically

• Example in a moment

– Modify geographic/language targeting
– Modify campaign

• Kill the ad
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Getting a refund

• You need forensic data
– Every click you think is fraud, with referrer plus supporting data 

and with every URL clicked in the site, across all time you’re 
claiming

– Hard to get without good tools
– Engines don’t make it easy

• You need polite, informed persistence
– Our experience shows that systematic calls and polite emails 

work best



Case Study: Diamond Harmony, NYC

• Indicator: Huge difference in reported click 
count vs. actual visitors to site

• Problem: Clicks from PPC provider were not 
making it to the site, but were still getting billed

• Action: Emailed proof & set up conference call
• Result: $10,000 credit awarded



Case Study: Reserved Technology

• Indicator: PPC visitors from Mexico spent a 
very short time (less than two seconds) on site 
for a particular campaign 

• Problem: Campaign was inherited and was 
unintentionally targeted to Mexico

• Action: Adjusted ad to US geography
• Result: Not fraud, PPC savings



Case Study: ClickTracks Marketing

• Indicator: Sudden 10x increase in cost and short-time visitors from single 
campaign. 

• Problem: Content match on zero-content site generating 80% of short 
time visitors

• Actions: 
– Took ad out of content match
– Reported to PPC vendor
– Vendor denied fraud
– We obtained charge back on credit card
– Two months pass (Click Fraud report is released)
– We resubmit request with ClickTracks forensics report
– We keep calling

• Result: $2400 ‘goodwill’ refund in Feb 2006



Case Study: Ripple Effects
• Indicators: 

Disproportionately 
high volumes of 
clicks from Turkey
and high # sessions
with no referrer

• Problem: 
– Campaign was not targeted to Turkey
– No geographic targeting control available
– Forensics report shows visitors from Turkey have zero time on site 

and 100% have no referrers
• Action: No adjustment possible.  Report as likely fraud, including 

Forensics report. Follow up calls. 
• Result: Full refund 18 days after sending in ClickTracks 

Forensics report. 



Let us give you a free fraud analysis

• We’ll setup a ClickTracks instance
– Logs or JavaScript

• Import your campaigns
• Run Click Fraud analysis once
• Give you the results and forensics

– Apply for refund if you wish
• FREE



www.clicktracks.com/click_fraud_offer.php

jmarshall@clicktracks.com


